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MEMORANDUM FOR SENIOR PENTAGON LEADERSHIP 
COMMANDERS OF COMBATANT COMMANDS 
DEFENSE AGENCY AND DOD FIELD ACTIVITY DIRECTORS 

SUBJECT: Accelerating Secure Software 

Department of Defense (DoD) Cybersecurity and Supply Chain Risk Management 
(SCRM) practices within the Department must adapt and keep pace with software development 
and the increasing complexity and evolution of supply chain risk. 

Lengthy, outdated cybersecurity authorization processes frustrate agile, continuous 
delivery. Additionally, widespread use of open-source software, with contributions from 
developers worldwide, presents a significant and ongoing challenge. The fact that the 
Department currently lacks visibility into the origins and security of software code hampers 
software security assurance. 

To overcome today's secure software adoption challenges, I am directing the 
development of a Software Fast-Track (SWFT) Initiative. This initiative will lead the 
Department's adoption in best practices to obtain, develop, and field secure software. The SWFT 
Initiative will define clear, specific: (1) cybersecurity and SCRM requirements; (2) rigorous 
software security verification processes; (3) secure infonnation sharing mechanisms; and (4) 
Federal Government-led risk determinations to expedite the cybersecurity authorizations for 
rapid software adoption. 

The DoD Chief Infonnation Officer (CIO), in coordination with the Under Secretaries of 
Defense for Acquisition and Sustainment, Intelligence and Security, and Research and 
Engineering will develop and submit the SWFT Framework and Implementation Plan within 90 
days. 
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Chief Information Officer of the 
Department of Defense 

HanesKL
Cleared





Accessibility Report





		Filename: 

		Memo-AcceleratingSecureSoftware.pdf









		Report created by: 

		Marilyn Anderson, 508 Technical Lead



		Organization: 

		DoD , CIO







 [Personal and organization information from the Preferences > Identity dialog.]



Summary



The checker found no problems in this document.





		Needs manual check: 0



		Passed manually: 2



		Failed manually: 0



		Skipped: 1



		Passed: 29



		Failed: 0







Detailed Report





		Document





		Rule Name		Status		Description



		Accessibility permission flag		Passed		Accessibility permission flag must be set



		Image-only PDF		Passed		Document is not image-only PDF



		Tagged PDF		Passed		Document is tagged PDF



		Logical Reading Order		Passed manually		Document structure provides a logical reading order



		Primary language		Passed		Text language is specified



		Title		Passed		Document title is showing in title bar



		Bookmarks		Passed		Bookmarks are present in large documents



		Color contrast		Passed manually		Document has appropriate color contrast



		Page Content





		Rule Name		Status		Description



		Tagged content		Passed		All page content is tagged



		Tagged annotations		Passed		All annotations are tagged



		Tab order		Passed		Tab order is consistent with structure order



		Character encoding		Passed		Reliable character encoding is provided



		Tagged multimedia		Passed		All multimedia objects are tagged



		Screen flicker		Passed		Page will not cause screen flicker



		Scripts		Passed		No inaccessible scripts



		Timed responses		Passed		Page does not require timed responses



		Navigation links		Passed		Navigation links are not repetitive



		Forms





		Rule Name		Status		Description



		Tagged form fields		Passed		All form fields are tagged



		Field descriptions		Passed		All form fields have description



		Alternate Text





		Rule Name		Status		Description



		Figures alternate text		Passed		Figures require alternate text



		Nested alternate text		Passed		Alternate text that will never be read



		Associated with content		Passed		Alternate text must be associated with some content



		Hides annotation		Passed		Alternate text should not hide annotation



		Other elements alternate text		Passed		Other elements that require alternate text



		Tables





		Rule Name		Status		Description



		Rows		Passed		TR must be a child of Table, THead, TBody, or TFoot



		TH and TD		Passed		TH and TD must be children of TR



		Headers		Passed		Tables should have headers



		Regularity		Passed		Tables must contain the same number of columns in each row and rows in each column



		Summary		Skipped		Tables must have a summary



		Lists





		Rule Name		Status		Description



		List items		Passed		LI must be a child of L



		Lbl and LBody		Passed		Lbl and LBody must be children of LI



		Headings





		Rule Name		Status		Description



		Appropriate nesting		Passed		Appropriate nesting










Back to Top



